Network Security Issues of 78" IETF Meeting

Some of Network Security Issues during the 78" IETF Meeting

During the network deployment and the operation for the 78" IETF Meeting, | found some
of the network security problems which are very serious.

1. Dos Attack

To produce a Dos Attack in a sub-network (wired or wireless), it just needs to execute the
following command:

42: arp reply 130.129.

f @808 42: arp reply 130.129.
ffeffeffeffeff:iff oBos 42: arp reply 130.129.
ffeff:ffoff:ff:ff 0806 42: arp reply 130.129.

Ffeff:ff:ff:ff:ff 0808 42: arp reply 130.129.

g7 ff:ff:ff:ff:ff:ff 0806 42: arp reply 130.129,

g7 ff:ff:ff:ff:ff:ff 0808 42: arp reply 130.129.

o7 ff:ff:ff:ff:ff:ff 0806 42: arp reply 130.129.

g7 ff:ff:ff:ff:ff:ff 0806 42: arp reply 130.129
Figure 1 Dos Attack in a Sub-network

This will crash the entire sub-network, and this attack command can be executed by any
host in the same sub-network without login as a legitimate user.

2. Username and Password Eavesdropping during
ietf-portal Authentication

Even if the ietf-portal authentication web page is transmitted via the Secure Socket Layer protocol
SSL, the username and password of the login account can still be decrypted by attacker, which can
be shown in Figure 2 and Figure 3.
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Figure 2 Login Account Stolen — a user is authenticating by username and password via SSL
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Figure 3 Login Account Stolen — both the encrypted username and password had been
Eavesdropped and decrypted by attacker
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3. Application Layer Attack

After the login account has been decrypted by the attacker, he/she can do many attacks as a
legitimate user of the network, such as DHCP attack, DNS attack and Application Layer
Protocol attack etc.

In Figure 4, | just show you an example of email account information eavesdropping attack.
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Flgure 4 Appllcatlon Layer Attack — both the encrypted username and password had been
stolen and decrypted by attacker

4. Decryption of Encrypted Protocol

Some attackers can even steal information even if it is transmitted via encrypted traffic. As an
example, In Figure 5, 6 and 7, | show you the username and password decryption attack in SSH
protocol.

To get the encrypted SSH username and password, the attacker just need to start a simple
command shown in Figure 5.

.19.246 -k
.8 130.129.15.

130,129, 2

Figure 5 SSH Username and Password Decryption — Start the SSH Man-1n-The-Middle
Attack
During the authentication of SSH username and password mode (as shown in Figure 6), the
information about the username and password provided by the SSH client is captured and
decrypted by the attacker as shown in Figure 7.
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Figure 6 SSH Username and Password Decryption — A SSH Client is authenticating with the

SSH Sever

auth 1] L L 1z .MitmAuthenticatio

on. MitmAuthent Lcat 1o

ar - mitm: MitmAuthentication

[ssh-userauth 1] DEBUG X ] cauthentication. MitmAuthenticatio

- mitm: setMigmGluei)

rauth 1] DEBUG i ] .authentication. MitmAuthenticatio

- mitm:

auth 1] I . ithent Lcat 1on. MitmAuthentication

der

rl atfoarm MitmFakeAuthenticationP)

.MitmGlue
.platform

. MitmGlue

j2ssh. MitmGlue

Figure 7 SSH Username and Password Decryption — The encrypted username and password

have been decrypted by attacker
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